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COGNITIVE ENGINEERING

INTRODUCTION

Suppose you were assigned the task of designing software to help automobile mechanics
troubleshoot engine malfunctions. How would you approach the problem to ensure that you
developed a usable and useful system? Or, suppose you were asked to develop computer-based
procedures to replace the paper-based procedures that operators now use to monitor and control a
paper-mill process. Or, suppose you were asked to build an information system to support
customer service personnel in fielding phone inquiries. How would you know what information
to include in the computer database or knowledge base? On what basis would you design the
human-computer dialogue structure? How would you know you have developed a usable system
that aids users in accomplishing their tasks and leads to improved performance? These questions
do not have simple answers. In this article, we introduce some basic concepts from an emerging
field called cognitive engineering that is designed to address these types of questions.

Cognitive engineering is an interdisciplinary approach to the development of principles,
methods, tools, and techniques to guide the design of computerized systems intended to support
human performance (Norman, 1981; Woods and Roth, 1988a; 1988b). The basic unit of analysis
in cognitive engineering is a cognitive system, composed of human and machine agents in a
work domain that is delineated by roles, work and communication norms, artifacts, and
procedures. Cognitive engineering draws on the disciplines of cognitive psychology, cognitive
science, computer science, human-computer interaction, human factors, and related fields. The
goal of cognitive engineering is to develop systems that are easy to learn, easy to use, and result
in improved human-computer system performance.

Experience with the introduction of new technology has shown that increased computerization
does not guarantee improved human-machine system performance. Poor use of technology can
result in systems that are difficult to learn or use, can create additional workload for system
users, or in the extreme, can result in systems that are more likely to lead to catastrophic errors.
Personal catastrophes have been caused by unintentional, but unrecoverable, keystrokes that
wipe out entire file structures (Norman, 1983). More serious catastrophes, for example, fatal
aircraft accidents, have occurred because cockpit automation switched the flight mode without
the pilots' knowledge (Lenorovitz, 1992; Sarter, Woods, and Billings, 1997; Sarter and Woods,
2000). Cognitive engineering attempts to prevent these types of design failures by taking explicit
consideration of human processing characteristics in the context of the task.

The guiding tenet of cognitive engineering is that consideration of the users and the tasks they
will be performing with the aid of a computer system should be central drivers for system design
specification (Hollnagel and Woods, 1983; Norman and Draper, 1986). Human-computer
interface design is not to be viewed as peripheral to the primary concerns of software
engineering. Instead, a user-centered, or practice-centered, system design approach is embraced
in which the questions that drive design include the following:

*  What are the goals and constraints in the application domain?
*  What range of tasks do domain practitioners perform?

*  What strategies do they use to perform these tasks today?

* What factors contribute to task complexity?



*  What tools can be provided to facilitate the work of domain practitioners and achieve their
goals more effectively?
* What are the goals and constraints in the application domain?

Thus, design is viewed as a means to create a tool that best supports the user in task
performance. The benefits of this approach are computer-based tools and aids that are more
likely to be successful when deployed because they are solving the appropriate problem.

In this article, we introduce some of the basic concepts of cognitive engineering. We use
examples to illustrate some of the common design pitfalls that have led to poor human-computer
systems and underscore the importance of adopting a cognitive engineering approach. We then
focus on one major topic in cognitive engineering: cognitive task analysis techniques for
assessing task demands and identifying human-computer system requirements.

This article is not an attempt to cover all topics in cognitive engineering. Rather, we focus on
concerns and techniques that show clear distinctions between cognitive engineering and other
approaches, and that are likely to have the most impact on the quality of the human-computer
system design. For additional perspectives on cognitive engineering and more in-depth coverage
of specific topics, the reader is referred to Card, Moran, and Newell (1983); Helander (1988);
Helander, Landauer and Pradhu (1997); Hollnagel, Mancini, and Woods, (1988); Norman and
Draper (1986); Norman (1988); Rasmussen et al. (1994); Schneiderman (1987); Dowell and
Long (1998); Vicente (1998); Hollnagel (1998); Hoffman and Woods (2000); Woods and
Tinapple (1999); Woods, Christoffersen, and Tinapple (1999); and Woods and Roth (1988a,
1988Db).

THE COGNITIVE ENGINEERING APPROACH

Rapid advances in computer technology have produced both a need and an opportunity for
cognitive engineering. A need for cognitive engineering arises because computerization often
radically changes the work environment and the cognitive demands placed on the worker. In too
many cases, the introduction of computer technology has placed greater requirements on human
cognitive activity. Thus, while there are typically reductions in physical workload, mental
workload has increased (Weiner, 1989). One significant change is that in many work
environments computerization has shifted the operator's role from manual control of simple
systems to supervisory control of highly complex, automated systems. For example, aircraft
pilots now supervise automated flight systems via multi-display computerized cockpits; process
control operators have shifted from manual control of systems with analog displays and controls
to supervisory control of highly automated systems via computerized interfaces; and even coal
miners now operate highly sophisticated, automated coal-extraction systems. This shift in the
role of operators has placed greater emphasis on their ability to understand the operation of
complex systems, to access and integrate relevant information rapidly, and to monitor and
compensate for system failures.

These experiences have created a growing recognition of the need to take into account human
information-processing requirements in computer system design. Further, system developers are
beginning to realize that systems that provide access to more data or that automate more
processes do not necessarily simplify the user's task or guarantee improved performance. Due to
the failures of the standard approach to the application of technology, there has been a gradual



shift toward a problem-driven approach in which the requirements and bottlenecks in task
performance drive the development of computer-based systems that support human operators.

The opportunity for cognitive engineering arises because computational technology offers
new kinds and degrees of machine power that greatly expand the potential to facilitate and
augment human cognitive activities — activities such as monitoring, situation assessment, plan
generation and adaptation, and decision making. Capabilities range from advanced data
visualization techniques (Card, Robertson, and Mackinlay, 1991; Card, Mackinlay, and
Schneiderman, 1999) to intelligent agents that work cooperatively as part of human-intelligent
agent teams (Guerlain, Smith, Obradovich, Rudmann, Strohm and Smith, 1999, Fischer, Lemke,
Mastaglio and Morch, 1991; Roth, Malin and Schreckenghost, 1997), to groupware that supports
multi-person collaborative work (Patterson, Watts-Perotti and Woods, 1999; Jones, 1995;
Stefikand et al., 1988), to head-mounted displays that create virtual-reality environments (Ellis,
1991). The question that system designers continue to face is "How should the capabilities
provided by these new technologies be deployed to assist human performance in a particular
application?"

A Problem-Driven, Tool-Constrained
Approach to Design

Smooth and effective introduction of technology requires taking a problem-driven approach,
which entails both an analysis of the goals and activities of users and an understanding of the
factors that contribute to good and poor performance. This analysis is used to define the kind of
solutions that are needed to meet the cognitive demands of the world, to help people function
more expertly, and to eliminate error-prone activities from the total cognitive system (humans
and intelligent machines working jointly). The results of this process can then be deployed in
many ways, including new information representation aids, advisory systems, training systems,
and new automation.

There are numerous examples of cases in which the introduction of new technology creates
unanticipated obstacles to performance because of a failure to take a problem-driven approach. A
common pitfall is to provide excessive flexibility, e.g., number of features, configuration options
available, because the technology makes it easy to do. Familiar examples come from the
consumer electronics field (televisions, videocassette recorders, microwave ovens, and
thermostats), where there is a strong incentive to add just one more feature. The result is
feature-laden products that come with thick manuals that need to be read to perform the simplest
operations. As a result, many consumers are unable to perform the most basic tasks.

Experience with multi-windowing computer systems provides another salient, and more
directly relevant, example of the potential pitfalls of excessive flexibility (Woods, 1993; Woods
and Watts, 1997). One pitfall is to rely on the flexibility of multi-windowing systems to
substitute for detailed analysis of information display requirements. The premise is that users can
call up and configure many data views in parallel, tailoring the display to their particular needs at
a given point in time. However, this strong reliance on the skills of users to configure displays
optimally represents a failure of design. Handing off too much of this task to users creates extra
data-management tasks that shift the burden of task analysis and display configuration onto
users. The user's limited attention resources are shifted to the interface in order to identify
desired data, navigate to the necessary location in the display space, and configure coordinated
views. The CRT can become cluttered with windows, causing problems in determining where to



focus attention and making it easy for the user to miss new events. These navigation and
interface-management activities place high demands on user memory rather than capitalize on
the interface as an external representation aid.

Woods and Cook and their colleagues (Cook and Woods, 1996; Cook and co-workers, 1991;
Obradovich and Woods, 1996) have been studying the introduction of new computer-based
technologies in medical applications. They have documented numerous examples of
human-computer interface problems that are symptomatic of a technology-driven approach. The
following example illustrates the problem of excessive flexibility.

Cook and Woods (1996) studied the introduction of a new operating-room patient-monitoring
system for cardiac anesthesia. A physician-observer charted anesthesiologist activities and
monitored use of the new device during 20 heart surgery cases. The new monitoring system
integrates what was previously a set of individual devices into a single CRT display with
multiple windows and a large set of customization options for display of data. However, this
flexibility created the need for new interface management tasks. It forced serial access to highly
interrelated data and created a requirement to unclutter displays periodically to avoid obscuring
important data channels. The interface failed to support domain tasks adequately. For example,
during the operation there is a need to monitor blood pressure and cardiac output in parallel. The
new system required that users manage the serial display of these data, an additional task that
arises during a critical period in the operation.

As a result, physicians were observed to constrain the display of data into a fixed spatially
dedicated default configuration. The full flexibility of the device was not employed. In addition,
anesthesiologists had to plan device setup and interaction carefully so that device reconfiguration
took place during low-criticality periods, minimizing the need for interaction at high-workload
periods.

This medical device example argues for the importance of taking a problem-driven approach
in human-computer system design. It is necessary to understand the cognitive demands of the
domain and the sources of performance bottlenecks to ensure that the introduction of new
technology will reduce mental workload rather than exacerbate it. The following sections
provide a framework for this analysis.

The Cognitive System Triad

The basic unit of analysis and design in cognitive engineering is a cognitive system, composed of
interacting human and machine agents in a work setting. For example, in software design, the
software cannot be evaluated independently of the tasks that the user needs to perform or how
users will interact with the software to accomplish the tasks. Woods and Roth (1988a) coined the
term "Cognitive System Triad" to emphasize that three interconnected elements, which are
shown in Figure 1, determine the quality of performance on a task: the challenges to be met in an
external world or domain of interest, the expertise and sources of error of human and machine
agents who act on the world, and the artifacts or external representations through which the
agents experience and learn about the world.

Characteristics of the domain contribute to the cognitive demands that are required for
competent performance. Most important are those characteristics or factors that increase
cognitive complexity. Primary factors include the number and complexity of task elements to be
controlled or manipulated, interactions and constraints that need to be considered in determining
actions (e.g., a small number of independent components are easier to control than are multiple,



interdependent components), hazards in the world to be avoided, the temporal characteristics or
dynamics of the domain (whether things change slowly or quickly), coupling between systems,
uncertainty, and risk (Woods, 1988). These factors largely determine the cognitive demands and
the range of cognitive situations that agents are likely to face in trying to perform domain tasks.

The information-processing characteristics of the agents, especially human agents, are also an
important determinant of performance. A fundamental goal of cognitive engineering is to
translate knowledge of human information-processing characteristics into principles and
techniques for human-computer interface design. More specific examples are developing
principles for graphic display design that capitalize on human perceptual characteristics
(Cleveland, 1985; Sanderson, Haskell, and Flach, 1992; Woods, 1984), developing models of
human performance that enable explicit consideration of human memory and attention
processing constraints in system design (Card, Moran, and Newell, 1983; Kieras and Polson,
1985), and developing principles for the design of error-tolerant systems based on analysis of
human error (Brown and Newman, 1985; Norman, 1983).

The external representation of the domain in supporting artifacts affects performance by
making certain information or manipulations of information more accessible at the expense of
others. It is a fundamental scientific finding that how a problem is represented affects the
cognitive work that is needed to solve the problem, referred to as the representation effect
(Zhang and Norman, 1994, Norman, 1993). For example, digital watches make it easy to
determine the current time with a high degree of precision. Analog watches, while being more
difficult to read accurately, provide a better sense of duration (how long something takes). As a
result, analog watches are more effective in teaching children the concept of time.

Factors in the external world/task domain: Factors with human and machine agents:
Goal-means structure Human Information Processing
Complexity of task elements Perceptual characteristics
Hazards Memory and attention characteristics

Constraints on actions
Temporal dynamics
Coupling between systems
Uncertainty and risk

Basis for skill and expertise
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Human-Human
Human-Intelligent system
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Figure 1. Cognitive System Triad



Ideally, the representation provided by a computer interface should facilitate extraction of
information required for task performance. Figure 2 provides an example of a configurable
display representation that makes critical domain information visually apparent. This display is
used in process control applications to support rapid determination of process state. In this case,
there are eight parameters that need to be monitored to assess whether the process is operating
normally. The parameters are represented as spokes of an eight-sided geometric shape. When the
parameters are all at the desired value, a regular octagon appears. When there are disturbances in
parameters, the octagon is distorted in a readily detectable manner. This display capitalizes on
human perceptual capabilities to make process state information readily apparent. Compare this
approach with a digital readout display of all eight values, where extensive monitoring and
mental computation would be required by the operator to extract the same information.

<Figure 2. Configural display that reveals higher-level data patterns>

In order to make software a "team player" that effectively supports humans in performing
tasks, interactions among the three elements of the cognitive triad also need to be considered.
First, the strategies that agents employ to meet the challenges of a domain should be analyzed in
order to better support the strategies and reduce vulnerabilities to high consequences as a
potential result of the strategies. For example, if users are printing out spreadsheets and
highlighting sections that would change with new inputs, we can design features that
electronically highlight areas of a spreadsheet that would be affected when data in a cell is
changed. Second, the ways that the challenges of the domain are represented by the artifacts will
make it easier or harder to meet them. In other words, the artifacts can make solutions to
problems transparent or difficult to see by providing affordances, or naturally emerging
representations that point to solutions. For example, multiplication is much more difficult with
roman numerals than with arabic representations. Third, we can observe how agents interact
with current and new artifacts in order to better understand the demands of the domain that need
to be better met. For example, if air traffic controllers are printing out flight plans for aircraft
and cocking the printouts that correspond to planes which will require interventions later, we can
learn that a demand of the domain is to remember many actions that need to be done in the
future.

Cognitive engineering, when done successfully, is directed at all the elements of the triad and
interactions between the elements that are always present in a field of practice. Inattention to any
element can produce a human-computer system that fails. The following sections further
illustrate the cognitive engineering approach and potential pitfalls through more detailed
discussion of the elements of the Cognitive System Triad.

Understanding the Functional
Structure of Domain Tasks

In designing and evaluating computer aids one must understand the structure of domain tasks.
This includes the range of tasks to be performed by the user, as well as the kinds of complexities
that can arise that make the task hard. For example, in considering the functionality of text
editors, one must consider the tasks that are performed using a text editor, e.g., transcription, data
entry, and composition. It is only by analyzing the range and complexity of tasks to be
accomplished that one can understand what computational features need to be provided to



support performance. Similarly, the temporal structure of a domain needs to be considered. In
event-driven domains, many systems designed to reduce workload have failed because they
reduce workload during nominal periods at the expense of adding tasks during escalating, high-
tempo periods that follow unexpected events (Woods and Patterson, in press).

The importance of understanding the structure of domain tasks was highlighted in a study of
alternate designs for a satellite communications system (Mitchell and Saisi, 1987). Satellite
communication systems coordinate the use and monitor the effectiveness of computer and
communications equipment shared by various satellites. During real-time communication with
the satellite, the system is responsible for ensuring the integrity of the data flowing through
system equipment. The operators of the satellite communication system provide a supervisory
control function. Their primary role is to monitor the system and compensate for any problems
encountered by the automated scheduling and control system. Problems can include hardware
failures, software failures, and manual configuration requests for unscheduled spacecraft support.

The original operator workstation design followed traditional approaches to organization of
data. Namely, displayed data consisted of the entire set of measurable system variables organized
by hardware class or function. The idea was to provide a single layer of displays that contained
the most detailed system description that would be needed in any situation. Operator
performance with this traditional display system was compared with an alternative workstation
display structure that was designed based on a model of operator functions.

As an example, one operator function is to ensure data flow and data quality from each
transmitting satellite. To do this, operators are interested in data about the set of hardware that
supports a particular satellite transmission. Accessing this information with the original display
system involved a great deal of switching between display pages and mental computation since a
variety of equipment types support each satellite. The re-engineered workstation organized the
data around the operator functions. The data were presented at several levels of abstraction and
aggregation that varied depending on the operator's task. Display pages were tailored to operator
functions rather than hardware functions, and graphic icons were used. Mitchell and Saisi
compared operator performance with the original display structure and re-engineered workstation
design and found large and significant performance improvements with the new interface,
including both reductions in errors and productivity improvement.

The study by Mitchell and Saisi illustrates an important feature of cognitive engineering.
Cognitive engineering places an emphasis on understanding the domain tasks in terms of the
goals of users and the methods available for them to achieve those goals. This function-based
approach defines the tasks that will need to be supported and the information and computational
processing requirements needed to support operator functions. There are a variety of methods
and tools that have been developed for deriving this information. Mitchell (1987) presents a
methodology for deriving operator function models that define the dynamic information needs of
users given the operator's current task. A number of additional approaches are discussed below in
the section on Cognitive Task Analysis.

The Total Cognitive System:
Humans and Intelligent Machines

As we said above, the agent in the Cognitive Triad may be either a human or an intelligent
machine. In many cases, human and machine (e.g., expert systems, automated systems) will be
required to work jointly. Thus, in designing and evaluating a computer-based aid or tool, the



"system" of interest is not solely the computer software and hardware, but rather the total
complement of human and machine elements that are involved in performance of domain tasks
(Hutchins, 1995b; Woods, Roth, and Bennett, 1990). The objective is to maximize the overall
performance of this joint human-computer cognitive system, which is not always the same as
maximizing the performance of the software when considered in isolation.

A common pitfall is focusing too narrowly on optimizing the performance of the machine
element without regard for the role humans are expected to play. This approach can result in
suboptimal performance when viewed from the perspective of the total human-computer system
(Sorkin and Woods, 1985; Lee and Moray, 1992). This was illustrated by Sorkin and Woods
(1985) in the context of design of alarm systems and automated decision systems in general. In
most systems, the function of alarms is to alert people to potential malfunctions. The role of the
human in this system is to confirm/disconfirm the existence of a malfunction and take
appropriate action. Sorkin and Woods showed that in evaluating the effectiveness of alarm
systems it is not sufficient to examine the success rate of the alarm system in detecting
malfunctions. Rather it was more important to consider the impact of the alarm system on the
performance of the human monitor. Alarm systems that have the highest "hit" rate in detecting
malfunctions do not necessarily lead to best performance of the total human-computer system.
Typically, a system with a higher hit rate also has a higher false alarm rate (alarms falsely
indicating a malfunction when none exists). A high false alarm rate leads to distrust, and humans
can fail to react when an alarm occurs. Therefore, the alarm system that will optimize the
performance of the total human-computer system is the alarm system that is designed from
explicit consideration of the role of the human in the system and the effect of alarms (both hits
and false alarms) on human performance.

There are numerous examples where failures to consider the total human-computer system
have led to suboptimal designs. Poorly thought out use of automation has produced several
salient examples (Bainbridge, 1987; Norman, 1990; Weiner and Curry, 1980). As we stated
earlier, the introduction of automation can shift the human's role from active controller to
supervisor of automated systems. The effectiveness of the total human-computer system depends
on the ability of the human to monitor performance of the automated system, to gauge accurately
when the automated system is not performing adequately, and to take over manual control when
needed. Too often, little attention is paid to providing human monitors the information they need
to carry out this role. Norman (1990) provides several examples from the domain of aviation;
one compelling example concerns an engine failure whose symptoms were masked by the
functioning of the autopilot. A China Airlines 747 suffered a slow loss of power from its outer
right engine. This malfunction would have caused the plane to yaw to the right, alerting the crew
to a problem, were it not for the autopilot. The autopilot, sensing the engine imbalance,
compensated and maintained level flight without alerting the crew to a problem. As a result, the
engine malfunction was not detected immediately. The autopilot eventually reached its limit, and
as it did, the plane rolled and went into a vertical dive. At that point, the crew did not have
enough time to determine the cause of the problem or take action.

This example illustrates an opaqueness, a lack of transparency, in the automated system. That
is, the autopilot masked an existing problem with the engine, failed to inform the pilot of its
progressive compensation to keep the plane level, and failed to indicate that it was approaching
its compensation limit. This lack of feedback, or opaqueness of the automated system, remains a
concern and potential source of error even in the "glass cockpits" of more modern aircraft.



Sarter and Woods (Sarter and Woods, 1992, 1994, 1997, in press; Sarter, Woods, and Billings,
1997) have conducted an extensive set of studies examining pilot interaction with cockpit
automation and have found that pilots have significant difficulty tracking and anticipating the
behavior of the automated systems. In one survey, they found that the majority of pilots (67%)
reported that they continue to be surprised by the behavior of the flight management system
(FMS), which is the automated system that flies the plane based on pilot and designer
instructions (Sarter and Woods, 1992). The FMS changes modes in response to pilot commands,
but also responds automatically to situational factors. For example, the FMS will shift
automatically from climb mode to altitude hold mode after a target altitude is reached. The FMS
interface does not provide pilots with adequate feedback on these transitions and on the system's
past, present, and future status and behavior. As a result, pilots are often left wondering, "What is
the system currently doing Why? and What will it do next?" (Wiener, 1989).

These above studies by Sarter and Woods found that pilots sometimes missed mode changes
that occurred without direct pilot intervention, especially during the high workload descent and
approach phases. These difficulties with system and mode awareness reduced the pilots' ability
to stay ahead of the aircraft. Consequently, when the pace of operations increased (e.g., in
crowded terminal control areas) pilots tended to switch to a less automated means of flight
control, which could be seen as a failure of design.

Norman (1990) has argued that the failure of automated systems to provide adequate
monitoring and feedback information largely results from a lack of appreciation by designers of
the need for this information. When everything is functioning well and there is no need for
human intervention, then providing information on system state may not be necessary. However,
inevitably equipment does fail, and unexpected events do occur (cf. Roth, Bennett, and Woods,
1987). In any complex task or environment one should expect, and design for, the possibility of
unanticipated events. Because humans are assigned the task of coping with unanticipated
situations, it is critical that they be provided the information and control mechanisms required to
recognize and respond to the situation.

Creating Effective External Representations

The computer, or system, interface provides a "window" on the domain. It controls how well the
domain is understood, and its effectiveness on the ease with which users can extract information
about the domain and take actions to perform domain tasks. To create effective representations,
the designer must decide what domain properties are to be communicated, choose the specific
domain data that are tied to these properties, and map the data into the properties of a visual form
so as to make the relevant information directly visible to the viewer. In the Mitchell and Saisi
(1987) study, for example, the analysis of operator functions indicated that the information
needed for monitoring data flow was primarily qualitative. That is, the operator needed to know
that actual flow rate is approximately equal to expected flow rate. A graphic representation was
used to make the balance between actual flow rate and expected flow rate visually apparent.
Norman (1986, 1988) argues eloquently for the need to create a bridge between the user's
understanding of task goals and the interface representation that is offered for achieving those
goals. Norman employs two concepts called the "Gulf of Execution" and the "Gulf of
Evaluation." The user starts with goals and intentions related to domain tasks (e.g., "I want to
erase this line of text"). These intentions must then be converted to a set of commands or actions
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that manipulate the computer system to achieve these tasks—perhaps a string of character
commands or a direct manipulation-type action. The "Gulf of Execution" is the degree of
conversion required to turn intentions into working commands. When the conversion is extensive
(character strings used to erase), the gulf may be too large to span and performance fails. Simpler
conversions (strongly analogous actions as in direct-manipulation interfaces) allow for an easy
bridging between intents and system actions. After an action is taken, the user is interested in
feedback with respect to goal achievement, e.g., "Have I successfully erased the line of text?", or
more generally, "What is the system's state?" This assessment, the "Gulf of Evaluation," is based
on how well the interface represents critical properties of the domain.

The designer can bridge these two gulfs by constructing an interface representation that is
organized around meaningful task units. Norman (1986) provides an elegant example based on
evolving designs of one everyday artifact: the bathtub faucet. From the user's perspective, the
main goals are to control water temperature and rate of flow. Early faucet designs had two
faucets and two spouts, one for cold water and one for hot water, which made the mapping
between the user's goals and the actions available for achieving those goals complex. To make
the water hotter while keeping total rate of flow constant required simultaneous manipulation of
both faucets; further, with two spouts, it is difficult to determine if the correct outcome has been
reached. Later designs maintained two faucets but mixed the water through a single spout, which
simplified the control problem somewhat. However, there remained a link between flow rate and
temperature controls. More recent "single control" faucet designs provide a direct one-to-one
mapping between the user's goals of controlling temperature and rate of flow. One dimension of
movement of the control, usually turning, affects temperature, and a second, orthogonal
movement, usually pulling, affects rate of flow.

Vicente and Rasmussen (1990; 1992) describe an approach to interface design that they call
ecological interface design. This approach captures the idea of providing effective mappings
between domain goals and user-interface characteristics. The goal of ecological interface design
is to reveal goal-relevant information about the work domain through the computer interface in
such a way as to take advantage of the powerful capabilities of human perception and action.

The ecological interface design framework consists of three prescriptive design principles for
building interfaces:

1. Develop a goal-means structure for representing domain goals and the means available for
achieving them. This representation provides a normative description of the knowledge and
information required for successful performance. As such, it provides a basis for
specification of the content and structure of the interface. (Techniques for establishing this
type of goal-means representation are described in the Cognitive Task Analysis section of
this article.)

2. Map the semantics of the domain derived from the goal-means structure onto graphic
elements of the interface in order to reveal goal-relevant information in a way that supports
direct perception.

3. Support natural interaction by creating direct-manipulation interfaces that allow users to act
directly on displayed objects (see also Schneiderman, 1987).

Vicente (1992) illustrated the ecological interface design approach using a thermal-hydraulic

process control application. Analysis of the domain revealed the need to provide both functional
and physical representations of the thermal-hydraulic process in order to reinforce multiple views
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of the domain and to support multiple modes of reasoning (Rasmussen, 1986). Vicente compared
the effectiveness of two alternative interfaces for the thermal-hydraulic application: one display
provided a physical representation of the hydraulic process. For example, the display included a
graphic representation of the pumps and valves in the system and their interconnections. This is
similar to the traditional approach used in process control applications. The second interface,
based on the ecological interface design approach, provided graphic visualization of higher order
functional relations as well. For example, the display included configural graphics that visually
depicted mass and energy balances. This allowed operators to readily detect process disturbances
and diagnose the source of the process disturbance (e.g., a change in inlet water temperature; a
leak). Vicente found clear performance improvements with the ecological interface design that
provided graphic visualization of functional relationships.

There is a growing literature on design of graphic interfaces that capitalize on human
perceptual properties to reveal domain semantics. Useful resources include Bennett and Flach
(1992), Cleveland (1985); Sanderson, Haskell, and Flach (1992), Tufte (1983, 1990), and Woods
(1991).

Summary

In this section, we tried to show that, in too many cases, the introduction of new technology
has created increases in cognitive workload and unanticipated obstacles to performance because
of a failure to take a problem-driven approach. In many of the domains that have seen significant
changes in the level of automation over the last few decades, there has been a shift from manual
control of simple systems to supervisory control of complex, automated systems. This shift in the
role of the human has placed greater emphasis on their ability to understand the operation of
complex systems, to access and integrate relevant information rapidly, and to monitor and
compensate for system failures.

In cases where it may be reasonable for users to shift to more of a supervisory role, it is critical
to avoid the common pitfall of eliminating the transparency in the system. Often, too little
attention is paid to providing human monitors the information they need to gauge accurately
when the automated system is not performing adequately and to take over manual control when
needed. The human must remain engaged in the system at some level to be able to respond
appropriately when automated components fail. As we have seen, severe consequences can result
when too little attention is given to the information requirements of the person on the scene.

In other cases, the technological support has not been developed with an understanding of
domain tasks in terms of the goals of users and the methods available for them to achieve those
goals. A function-based or goal-decomposition approach defines the tasks that will need to be
supported and the information and computational processing requirements needed to support
operator functions.

We described several of the pitfalls that can occur when this approach is not adopted. First,
when an intelligent system is designed without taking the needs of the human partner into
account, the intelligent system can take actions that are unobservable to the human partner that
needs to intervene in certain situations. In these cases, the operator may fail to intervene or may
be unaware of changes to the mode of operation, which can lead to high-consequence failures in
certain situations. Similarly, if the reasoning of the intelligent system is opaque to the human
partner, it is difficult for the operator to know when the machine reasoning is correct or incorrect,
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leaving him or her responsible for the machine's recommendations without a basis for knowing
whether or not to trust them.

A second pitfall is the development of a system interface that does not reflect the organization
of domain tasks or make critical task information easily accessible. Ideally, the interface
structures displays to fit job functions and presents domain information in such a way as to take
advantage of the powerful capabilities of human perception and action. The skilled designer
creates effective representations by deciding what domain properties are to be communicated,
choosing the specific domain data that are tied to these properties, and mapping the data into the
properties of a visual form so as to make the relevant information directly visible to the viewer.

Finally, system developers often fail by providing excessive flexibility in system use. This
flexibility often shifts the burden of task analysis and display configuration onto users. The user's
limited attention resources are shifted to the interface in order to identify desired data, navigate
to the necessary location in the display space, and configure coordinated views. These data- and
display-management tasks can interfere with the more critical tasks that the system was
developed to support.

ASSESSING COGNITIVE COMPLEXITY

WITH COGNITIVE TASK ANALYSIS:
TECHNIQUES FOR IDENTIFYING
HUMAN-COMPUTER SYSTEM REQUIREMENTS

The section above used the Cognitive System Triad to introduce a number of the basic concepts
of cognitive engineering. A major emphasis of this section was the importance of performing
up-front analyses of the demands of the domain and the requirements for effective joint
human-computer system performance. In this section we describe some of the techniques and
tools that have been developed for performing these up-front analyses.

What these techniques share in common is an attempt to provide a formal specification of the
knowledge and cognitive processing requirements for competent performance of domain tasks.
Because of their emphasis on analyzing the cognitive requirements of task performance, they fall
under the general heading of "Cognitive Task Analysis Methods" (Hoffman and Woods, 2000;
Roth and Woods, 1989; Potter, Roth, Woods and Elm, 2000; Schraagen, Chipman and Shalin,
2000). Cognitive task analyses identify the dimensions of task complexity and the demands
imposed by the world that any intelligent agent would have to deal with. They provide a formal
specification of the range of problems that arise in the domain and the factors that contribute to
problem difficulty. This enables an informed decision about the kind of support systems that
need to be built, the range of problems that need to be addressed and the computational tools that
need to be adopted.

There are three basic approaches to cognitive task analysis. One approach relies on an analysis
of the application domain to uncover the cognitive demands inherent in domain tasks. These are
usually based on some form of goal-means decomposition. That is, the domain application is
analyzed in terms of the goals or functions that need to be achieved for success and the means
that are available to achieve those goals. From this analysis one can derive an assessment of the
range and complexity of tasks facing the user. This provides the basis for specification of the
content and format of displays and controls. This approach is most effective in domains where
the goals and means for achieving those goals are well understood and documented. For
example, this technique has been used effectively in designing computer-based displays for
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process control applications where the process to be controlled and the control mechanisms
available are well understood (Easter, 1987; Roth, Lin, Kerch, Kenney & Sugibayashi, in press ).

In the second approach, empirical techniques are used to analyze how people actually go about
performing the task (either in the actual task environment or in a simulated task environment).
This approach enables discovery of the knowledge and strategies that domain practitioners
utilize. It is particularly effective in domains where the nature of the task, the methods used by
practitioners to accomplish the task, and the factors that complicate task performance, are less
well understood. It is particularly well suited for identifying factors, both in terms of knowledge
and strategies, that account for differences in performance between expert practitioners and those
less skilled.

The third approach is to build a computer model that simulates the cognitive activities
required to perform the task. The runnable simulation provides an explicit description of the
knowledge and processes that users need to utilize to perform the task. It provides an objective
basis for comparing alternative system designs in terms of the amount of knowledge and
processing required to operate the system.

Each of these approaches is described in more detail below. While, for expository purposes we
present the three approaches as distinct, they should be viewed as complementary rather than as
alternative methods. In practice a mix of analytic and empirical techniques are required for a
thorough cognitive task analysis (cf. Roth and Woods, 1988; Roth, Woods and Pople, 1992;
Potter, Roth, Woods and Elm, 2000).

Analytic Approaches to Cognitive Task Analysis:
Defining the Problem Space

There are a number of analytic methods that have been developed to map out the range and
complexity of tasks inherent in a domain. These are generally based on some form of functional
or goal-means decomposition. One approach focuses on an analysis of the goals and structural
constraints inherent in the domain (Rasmussen, 1986; Rasmussen, Pejtersen, and Goldstein,
1994; Vicente, 1999). For example, in the case of engineered systems, such as a process control
plant, functional and physical representations are developed that characterize the purposes for
which the engineered system has been designed, and the means structurally available for
achieving those objectives. These representations provide the basis for defining roles that
humans will play in the system, and their information display and control requirements. Jens
Rasmmussen is one of the most influential proponents of this approach. He has developed an
elaborate theoretical framework for characterizing engineered systems at multiple levels of
abstraction (Rasmussen, 1986; Vicente, 1999). Several variants on the Rasmussen approach to
goal-means representation have been developed. Examples include Woods and Hollnagel (1987),
Roth and Woods (1988), and Vicente and Rasmussen (1992). Alternative goal-means
representation techniques have been developed based on discrete control models of operator
tasks. These techniques focus more directly on representing the functions to be performed by
domain practitioners and the methods and control actions available to them for performing these
functions. An example of this approach is the Operator Function Model developed by Mitchell
and Miller (1986; Mitchell, 1987).

Goal-means decomposition methods focus on building a model of the domain problem space
(Newell and Simon, 1972). A goal-means representation is constructed by first structuring
domain tasks in terms of the goals to be accomplished, the relationships between goals (e.g.,
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goal-subgoal relations, mutually constraining or conflicting goals), and the means available to
achieve the goals (e.g., alternative methods available, pre-conditions, side-effects, preferred
order). Appended to the goal-means representation is a description of the information and
physical controls that are either actually available (given a particular human-computer interface)
or potentially available (given a proposed human-computer interface) to the person for assessing
current state, detecting and resolving goal competition, and determining courses of action.

The goal-means representation serves as a framework that is used to describe the kinds of
cognitive situations that arise in the course of carrying out domain tasks. It provides a basis for
identifying the information and cognitive processing requirements for achieving domain goals
under different conditions. The results of the goal-directed analysis define the requirements for
competent performance. It provides the basis for assessing:

* The kinds of problem-solving situations that arise in the domain

*  What people must know and how they must use that knowledge to solve these problems

* What information they need to be provided to support them in identifying goals, selecting
among alternative methods to achieve those goals, and carrying out the detailed steps
entailed by a given method

The goal-means decomposition aids in the identification of complex situations that will be
difficult to handle. It also provides a basis for developing new representations and decision aids
that reduce cognitive burdens and facilitate performance. For specific examples of the
application of goal-means decomposition methods to the design of computerized performance
aids see Mitchell and Saisi (1987), Potter et al., 2000, Roth et al., in press, Woods and Roth
(1988c), and Vicente (1992).

Empirical Approaches to Cognitive Task Analysis:
Analyzing Good and Poor Performance

The goal-means analysis approach is best suited to domains where the goals and specific
methods for achieving those goals are well specified and documented. This is often the case
when designing an interface to a engineered system such as a process control plant, where the
goals and methods available for achieving those goals are strongly constrained by the physical
characteristics of the underlying process. In those cases the goal-means representation can
provide the framework for guiding empirical investigation of how domain practitioners respond
to task demands. In other cases the goals, constraints, and methods developed by domain
practitioners to meet those constraints may be less well understood. Examples include electronics
troubleshooting or air traffic control where the goals and constraints are less well defined and the
strategies developed by domain practitioners are less well understood. In those cases, an
empirical approach that relies on analysis of how practitioners actually perform domain tasks
may be used in place of, or as a complement to, an analytic approach.

The focus is on identifying what practitioners do, both successfully and erroneously, given the
demands of the task and the available external resources (displays, procedures, decision-aids).
By observing and analyzing highly skilled, as well as less-skilled practitioners as they perform
tasks, one can develop a characterization of the requirements for skilled performance. A number
of approaches have been developed for studying the performance of domain practitioners ranging
from ethnographic or field studies where practitioners are observed in their natural work domain
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(Hutchins, 1995a; Mumaw, Roth, Vicente and Burns, 2000; Suchman, 1987); to critical incident
analyses (Klein, Calderwood, and MacGregor, 1989; Klein, 1998, Militello and Hutton, in
press); to analyses of performance under simulated conditions (Roth and Woods, 1988; Sarter
and Woods, 2000), to observation of practitioner performance under highly controlled conditions
(Lesgold and co-workers 1986; 1988; Means and co-workers, 1988).

The common element in these approaches is an attempt to develop performance models that
specify the knowledge and information-processing strategies used by domain practitioners. This
includes analysis of ineffective strategies that lead to poor performance (i.e., a model of error), as
well as analysis of the adaptive strategies that have been developed by skilled or "expert"
practitioners to cope with task demands (i.e., a model of skill). The analysis also yields a
description of the effect, both positive and negative, of external aids and displays on practitioner
information processing.

Analysis of errors or performance breakdowns reveals which aspects of the task are the largest
contributors to poor performance, and thus, where performance-aiding efforts should be
concentrated. Analysis of expert performance defines candidate strategies that may be useful to
transfer to less experienced practitioners, for example, through training or on-line advice.

There are a variety of empirical data collection methods that can be employed to examine
practitioner performance. These include informal interviews, retrospective analyses of actual
incidents, observation of practitioners as they attempt to perform domain tasks, and formal
behavioral studies that attempt to uncover the problem-solving strategies underlying task
performance under highly controlled conditions (e.g., Chi, Glaser, and Farr, 1988; Lesgold and
co-workers, 1986; 1988; Means and co-workers, 1988). Below we provide two examples of
empirical studies that illustrate some of the techniques available. The choice and combination of
methods employed depend on the depth of modeling required and the resources available.
Detailed discussions of the pragmatics of performing cognitive task analyses and descriptions of
particular techniques can be found in Cooke (1994)Roth and Woods (1989) and Jordan and
Hendersen (1995).

A study by Lesgold and co-workers (1986) provides an illustration of empirically based
Cognitive Task Analysis. This study investigated performance on a complex electronics
troubleshooting task. One important feature of their methodology was an attempt to define the
range and complexity of problem-solving tasks that arise in the domain. Through a variety of
interview and analysis techniques, they identified a range of difficult problems that could only be
handled by highly skilled troubleshooters. From this analysis, a classification scheme for
problems was developed that guided the selection of problems for study. Identification of sample
cases to present to domain practitioners that are representative of the range of complexity
inherent in the domain is one of the most difficult but critical aspects of empirical-based
cognitive task analyses.

After a set of domain problems was identified, experts were asked to solve these problems
using a "thinking aloud" methodology. Lesgold and co-workers used a second expert as the
problem presenter. This expert proposed a fault in the avionics system, and through a previous
analysis, had thought through the symptoms that would be present due to the fault. The initial
symptoms were presented to the "test subject" expert, who was asked to isolate the fault, while
"thinking aloud." That expert performed troubleshooting by asking the problem presenter about
the results of diagnostic tests that might be executed. Lesgold and co-workers structured the
protocol of the solver by focusing on several types of information:
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* Assumptions about the system's state (faults present, etc.)

* Hypotheses about where the fault lies

* Intended action to test that hypothesis and the result expected from the test

* Any inferences or shifts in assumptions due to feedback as tests are performed

This analysis identifies the knowledge and information used by the expert to select actions and
make decisions at each branch point in the problem space. In addition, Lesgold and co-workers
tried to understand the mental representation experts used to guide their problem solving. When
experts were compared to less-skilled solvers, there were clear differences in the experts'
understanding of the full avionics system. The experts had a deeper understanding of functioning
and causal relationships within the system that allowed them to draw inferences about causation
and form expectations about useful test points. Cognitive scientists refer to this representation as
a mental model (Gentner and Stevens, 1983).

The Lesgold and co-workers (1986) study, which served as an analysis for intelligent tutoring
system development, illustrates a structured problem-solving protocol approach that examined
practitioner performance under semi-realistic conditions to uncover the different knowledge
representations and troubleshooting strategies employed by expert and less-skilled practitioners.

Other techniques examine practitioner performance under controlled conditions that do not
closely resemble the task as practiced. That is, components of the task are converted to memory
or reaction-time tasks to reveal details of practitioner information processing that would not
otherwise be available for observation. For example, Means and co-workers (1988) used a
memory reconstruction technique to derive information about how air traffic controllers perceive
and organize patterns of aircraft on a radar screen. They had air traffic controllers control traffic
in simulated exercises. At the end of the exercise, the controllers were asked to indicate on a
sector map the position of all aircraft that appeared in the sector when the exercise ended.
Controllers were then asked to identify the aircraft that formed meaningful groups. Means and
co-workers found an almost perfect correlation between the order in which aircraft were recalled
and the groupings controllers identified. When the controllers were asked to label groups, they
produced labels that reflected functional relationships between aircraft (crossing over a fix,
airport arrivals, etc.). That is, these groups described relationships between aircraft that captured
how they function in the airspace. Aircraft in high-altitude overflight sectors function differently
than aircraft in a terminal control area. They have different expected behavior and different
control needs. Thus, experienced controllers use the characteristics of the sector to identify
control needs and group aircraft into meaningful functional sets that share control needs.

Most important in these results is that the controller groupings were not strongly tied to spatial
proximity. That is, two aircraft that were near each other on the radar screen were not necessarily
in the same group. The functional relationships were more important. This type of finding has
implications for the way aircraft might be coded on a radar screen. For example, if color coding
were to be used to group aircraft, coding should be determined by membership in the functional
groups as opposed to spatial location or direction of flight.

Cognitive Modeling Approaches to Cognitive Task
Analysis: Tracing the Information Processing Flow

A third approach to cognitive task analysis has been to develop cognitive models that represent
the knowledge and information processes that are presumed to be required to perform domain
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tasks (Newell and Simon, 1972; Card, Moran, and Newell, 1983). These cognitive models often
take the form of runnable computer simulations of practitioner performance that actually perform
the domain tasks (Kieras, 1988; Olson and Olson, 1990). Cognitive simulations have been
developed for activities as diverse as text editing tasks (Kieras and Polson, 1985; Bovair, Kieras,
and Polson, 1990; Howes and Young, 1991); comprehension of written instructions
(Catrambone, 1990); the performance of telephone operators using a new workstation (Gray,
John and Atwood, 1993)), NASA space shuttle countdown activities (John, Remington and
Steier, 1991), aircraft pilots (Corker, 1993), nuclear power plant operator performance during
emergencies (Roth, Woods, and Pople, 1992; Woods and Roth, 1995); and Submarine Officers
(Ehret,Gray, and Kirschenbaum, 2000).

Building a runnable computer program forces the modeler to describe mechanisms in great
detail. An examination of the extent of knowledge and processing required by the computer
simulation to perform the domain task provides a measure of the cognitive complexity imposed
on domain practitioners.

Cognitive simulation models provide objective measures of performance that can be used to
evaluate the usability of existing system interfaces or to compare alternative human-computer
interface options. For example, a number of studies have shown that computer-based cognitive
models can be used to predict the amount of time required to learn to use a computer system, the
amount of time it takes to perform a task using the computer system, and the amount of positive
transfer that can be expected from knowing one computer system to learning to use a second
(Bovair, Kieras, and Polson, 1990, Catrambone, 1990).

A large set of applications have been developed around the GOMS model (Card, Moran and
Newell, 1983). The acronym GOMS stands for Goals, Operators, Methods and Selection rules.
GOMS models have been successfully applied to predict the usability and learnability of
computer interfaces. John and Kieras (1996a; 1996b) describe the current family of GOMS
models and the associated techniques for predicting usability, and the types of human-computer
interface design projects to which they have been successfully used.

There is currently an increasing interest in developing cognitive simulations that can be used
as a test-bed during early design phases to investigate the impact of alternative system designs on
human performance. Elkind, Card, Hochberg and Huey (1990) and Pew and Mavor (1998)
provide a broad overview of cognitive modeling approaches for use in computer-aided
engineering. One example is the Man-machine Integration Design and Analysis System
(MIDAS), which is an extensive set of computer simulations of human perceptual, cognitive, and
motor processes for use in modeling pilot performance in modern aircraft (Corker, 1993).
MIDAS is being developed under the sponsorship of NASA-AMES and the U. S. Army
Aeroflight Dynamics Directorate. It is intended to provide designers of advanced aircraft with a
computational test-bench that they can wuse to evaluate alternative human-computer
configurations early in the design process before any physical prototypes are built.

Cognitive simulation can provide a complementary approach for cognitive task analysis.
Cognitive simulations can aid in cognitive task analyses by revealing the knowledge and
reasoning required to respond to the task demands successfully. They provide a tool for
understanding the extent to which the environment supports the task confronted by the problem
solver. For example, Roth, Woods, and Pople (1992) showed how one cognitive simulation built
as a model of some of the cognitive processes involved in dynamic fault management can be
used in conjunction with other sources of data to uncover the cognitive demands of a task, to
identify where errors are likely to occur, and to point to improvements in the human-computer
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system. The cognitive simulation provided an objective means for establishing some of the
cognitive activities required to handle the emergency event successfully. As such, it provided a
tool for validating and extending the cognitive task analysis that was performed based on
discussions with instructors, review of procedures, and observations of crews in simulated
emergencies.

Summary

One of the important outputs of a cognitive task analysis is an accurate assessment of the
dimensions of task complexity and the cognitive demands imposed by the domain that any agent,
human or machine, will have to handle. Appreciating the range of complexity that the
human-computer system will confront is necessary to identify what computational mechanisms
are necessary for this application and to specify the range of cases that the system will have to
handle.

While we have presented goal-means decomposition, empirical analysis of practitioner
performance, and cognitive modeling as three distinct approaches, they are better viewed as three
complementary methods. The analyst needs to determine the techniques that are most appro-
priate given the resources available, the structure of the domain, and the availability of highly
skilled practitioners.

In practice, some degree of up-front analysis of the goal-means hierarchy that characterizes the
domain is required to guide empirical studies of practitioner performance. This is necessary to
identify a set of sample cases to present to domain practitioners that are representative of the
range of complexity inherent in the domain. It is also needed to interpret the behavior of domain
practitioners and draw more general conclusions (Roth and Woods, 1988). In turn, empirical
analyses of practitioner performance serve to enrich the goal-means representation and clarify
the range of practitioner strategies that have been developed to cope with domain demands.

Taken in combination, the analyses reveal the sources of task difficulty and enable
identification of options to produce a better match between the cognitive demands of the task and
the available resources. They serve to discriminate between difficulties that derive from the
inherent structure of the domain (e.g., the fact that there are multiple competing goals that must
be balanced) from those that arise because of characteristics of the current interface (e.g., the
form of information presentation). They provide the basis for specifying what new information,
representations, and advice should be provided.

Similarly, cognitive simulations depend on a detailed specification of knowledge and
processing required to perform domain tasks. This is usually derived from a combination of
analytic techniques and empirical observation of practitioner performance. In turn the cognitive
simulation provides a means for validating and extending the cognitive analysis derived from
these other techniques.

CONCLUSIONS

Advances in technology offer the opportunity to greatly facilitate and augment human cognition.
Capabilities range from multimedia display capabilities, to intelligent decision-support systems,
to groupware for collaborative work, to virtual-reality environments. The question that system
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designers continue to face is "How should the capabilities provided by these new technologies be
deployed to assist human performance in a particular application?"

Experience with the introduction of new technology has shown that increased computer power
does not guarantee improved performance. Inappropriate application of technology can result in
systems that are difficult to learn and difficult to use. These lessons, in some cases, have had
devastating results.

Cognitive engineering attempts to prevent these types of design failures by taking explicit
consideration of characteristics of the users and the domain tasks that they will be performing. In
this approach, analysis of human-computer interface requirements is viewed as a central driver of
design specification, rather than a peripheral activity to be relegated to the end of the design
process.

In designing and evaluating computational aids one must take into account the performance of
the joint human-computer cognitive system. This, in turn, is a function of three mutually
constraining elements of the cognitive system triad: the demands of the domain, the
information-processing characteristics of the practitioner, and the external representation through
which the practitioner experiences and interacts with the domain. Cognitive engineering, when
done successfully, is directed at all three elements of this triad.

Cognitive task analysis methods can be used to analyze the three elements of the cognitive
system triad and their impact on total cognitive system performance. The product of the analysis
is a description of the cognitive demands imposed by the domain, the knowledge and
problem-solving strategies required to meet those demands, and the reasons for poor
performance (e.g., limitations in knowledge, ineffective strategies, inappropriate problem repre-
sentation) observed in the current environment. This enables an informed decision about the kind
of support systems that need to be built, the range of problems that need to be addressed, and the
computational tools that need to be adopted.
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