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We are concerned with three challenges in the design of military Command and Control 
(C2) systems, namely: the demand for “smaller” organizations, the demand for “better” 
coordination (human-system, human-human and system-system) and the demand for 
“faster” execution. Driven by these demands, we performed a survey of Cognitive 
Engineering techniques with an eye towards how they can improve Systems Engineering 
efforts. This paper outlines our three challenges (smaller, better, faster) and reviews three 
successful applications by other Cognitive/Systems engineers faced with similar 
challenges. The applications employ Computational Cognitive Modeling (to address a 
demand for smaller), Cognitive Work Analysis (to address a demand for better) and 
Goal-Directed Task Analysis (to address a demand for faster). These three successes 
provide a practical roadmap for using Cognitive Engineering methods to address Systems 
Engineering problems in C2 as well as other domains. 
 
 

INTRODUCTION 
 
In our view from MITRE’s Center for Air Force 
Command and Control Systems, there are three 
fundamental challenges driving the design of 
current and future Command and Control (C2) 
systems. Simply stated, these challenges are: (1) 
“smaller” organizations, (2) “better” coordination 
(human-system, human-human and system-system), 
and (3) “faster” execution. For all three challenges, 
success clearly requires a blend of Systems 
Engineering, which focuses on machines 
(computers), and Cognitive Engineering, which 
focuses on humans (operators). Nevertheless, we 
have found that the link between these two 
engineering disciplines is not always obvious. 
Therefore, we have initiated efforts to make a more 
explicit connection between the methods of 
Cognitive Engineering and the problems of Systems 
Engineering. 
 
Our initial effort was a comprehensive survey 
(Bonaceto, 2003; Bonaceto, 2004; Bonaceto & 
Burns, 2003) of Cognitive Engineering methods and 
Systems Engineering problems. The purpose of the 
survey was to: (1) identify general classes and 
specific examples of Cognitive Engineering 
methods, (2) identify general classes and specific 

examples of Systems Engineering problems, and (3) 
correlate the methods to the problems in a way that 
explicitly illustrates which methods of Cognitive 
Engineering are suited to which problems in 
Systems Engineering. The product is a “Methods 
Matrix” that summarizes over one hundred specific 
methods of Cognitive Engineering (in rows) and 
relates them to dozens of specific problems in 
Systems Engineering (in columns), highlighting 
those cells where a specific method of Cognitive 
Engineering (row) is suited to a specific problem in 
Systems Engineering (column). Figure 1 below is a 
simplified version of the Methods Matrix, which 
shows all of the same methods of Cognitive 
Engineering (rows) but boils the problems of 
Systems Engineering (columns) down to three: 
smaller, better, faster.  
 
This paper presents an even simpler survey in bird’s 
eye view. Here the survey takes the form of a few 
“success stories” that highlight fertile regions of the 
method/problem matrix. We present three success 
stories, one for each of the three C2 challenges: 
smaller, better, faster.  



 
Figure 1.  A “Methods Matrix” shows the applicability of Cognitive Engineering methods (rows) to Systems 
Engineering challenges (columns). Black boxes denote high applicability of a method (row) to a challenge 
(column), gray boxes denote medium applicability and white boxes denote low or no applicability.
  



C2 CHALLENGE: “SMALLER” 
ORGANIZATIONS 
 
Cutbacks in defense spending have forced the 
Armed Services to do more with less (Office of 
Naval Research). The challenge is to design new 
systems and re-engineer existing systems in order to 
obtain/maintain optimal performance with fewer 
people.   
 
Studies of successful manpower reduction efforts in 
both civilian and military domains (Militello et al., 
1998) show that one key is to identify “leverage 
points”, i.e., critical aspects of a system/mission 
where small improvements in design and/or training 
can have high payoffs. A variety of Cognitive 
Engineering methods can be used to identify 
leverage points, including the broad class referred 
to as Cognitive Task Analysis (Schraagen et al., 
2000). Also, the methods of Computational 
Cognitive Modeling are useful for making more 
quantitative predictions about how staffing levels 
will affect workload and performance in various 
scenarios. Such modeling is especially useful for 
evaluating proposed system designs or proposed 
training programs where there is not yet a system or 
program that can be tested with real people.  
 
Success Story: Computational Cognitive 
Modeling to Reduce Staff Level 
 
Computational Cognitive Modeling is used to 
perform computer simulations of human behavior in 
the context of a system design. The models can 
predict the nature and number of errors that people 
are likely to make at various levels of expertise 
while using a particular system to accomplish a 
particular function.  
 
In one successful application, Computational 
Cognitive Modeling (Ryder et al., 1998) was used 
to design a telephone operator workstation where 
the jobs of multiple telephone operators were 
combined into a single role. Since each individual 
job was previously performed using a different 
workstation, the problem was to design a new 
workstation that supported all of the jobs – while 
maximizing call-processing efficiency and 

minimizing retraining of existing operators. The 
COGNET framework was used to model operator 
expertise underlying each of the separate tasks, and 
(combining these tasks) to model the expertise 
needed by the “integrated” services operator. The 
model/results were then used to design a user 
interface that effectively supported the role of a 
single operator in performing all of the required 
tasks. 
  

C2 CHALLENGE: “BETTER” 
COORDINATION 

 
In many domains, advances in automation have 
changed the role of human operators from manual 
control to one of supervisory control. However, 
systems do not think and talk like people, and this 
can leave human operators (as supervisors) 
wondering what the system is doing and why 
(Ranson & Woods, 1996). Then, if/when the 
automation fails, human supervisors can have 
trouble recognizing and intervening. The challenge 
is to design automation that results in effective 
human-system interaction. 
  
Studies of success and failure in coordination 
(Christoffersen & Woods, in press) show that one 
key is to make the activities of an automated system 
readily “observable” to human operators. In this 
regard, methods like Goal-Directed Task Analysis 
(Endsley et al., 2003) and Cognitive Work Analysis 
(Vicente, 1999) can help identify information 
requirements (i.e., what exactly should be made 
observable?) for human operators to achieve 
accurate “situation awareness”.  
 
Success Story: Cognitive Work Analysis to 
Improve a Display 
 
In one successful application, the methods of 
Cognitive Work Analysis (Bisantz et al., 2003) 
were applied in the early stages of designing a next 
generation US Navy Surface combatant. The 
objective of the analysis, which focused on a subset 
of personnel known as “watchstanders”, was to 
allocate functions between humans (watchstanders) 
and systems (automation) – and to identify 



information that the automated systems should 
display to the human watchstanders.  
 
The analysis constructed an “Abstraction 
Hierarchy” to represent the structure and purpose of 
the domain. At the top of the Abstraction Hierarchy 
are the highest level goals of ship (e.g., maintain 
survivability), followed by constraints that govern 
these goals (e.g., rules of engagement), followed by 
various functions (e.g., targeting) and finally ending 
with the physical systems (e.g., weapons) that 
implement specific functions.     
 
The analysis also modeled various control tasks of 
undersea warfare using a “Decision Ladder”. A 
control task (e.g., submarine detection and 
classification) is a process that transforms a set of 
inputs (e.g., sensor returns) into a set of outputs 
(e.g., identified submarine). The Decision Ladder 
represents various stages of a process and resultant 
states of knowledge, independent of the entity that 
will actually carry them out (human operator or 
system automation or some combination thereof).  
 
Finally, the analysis produced a series of “Matrix 
Mappings” that linked cognitive functions to 
information displays. These Matrix Mappings 
generated specific recommendations about the 
explicit (observable) information that watchstanders 
should have in supervisory control of automated 
systems, so that the human supervisors could 
effectively understand (and thereby supervise) the 
automated systems.  
 
C2 CHALLENGE: “FASTER” EXECUTION 
 
In military missions, minutes or even seconds can 
make the difference between success and failure. 
The challenge is to design systems that allow good 
decisions to be made in less time. While there are 
obvious overlaps between “smaller/better” (see 
above) and “faster”, the focus here is on those 
aspects of a mission that are especially important to 
reducing a timeline. 
 
The identification of leverage points can clearly 
help make C2 operations faster, by identifying 
where there are gridlocks in information flow 

(Militello et al., 1998). Here, “iteration” is 
important in making C2 operations both faster and 
better. This is because changes that are made to 
reduce the timeline may eliminate seemingly 
unimportant functions that actually serve a useful 
purpose (e.g., redundancy, to reduce errors). 
Typically, the unintended consequences are 
discovered only via “trial and error” (iteration), 
which is better to perform on the drawing board or 
in the laboratory than on the battlefield. For this 
purpose, the methods of Computational Cognitive 
Modeling can help predict the impact of new 
system designs on both the timeline and the quality 
of decision-making.  
 
Training is also a key to a timeline reduction, 
especially when work is distributed among 
members of a team (Blickensderfer et al., 2000). In 
this regard, the methods of Goal-Directed Task 
Analysis (Endsley et al., 2003) and Cognitive Task 
Analysis (Schraagen et al., 2000) can help by 
identifying information that must be formalized and 
transmitted for the team to achieve a shared 
situation awareness.  
 
Success Story: Goal-Directed Task Analysis to 
Reduce a Timeline 
 
In one successful application, a Goal-Directed Task 
Analysis (Endsley et al., 2003) was used to help 
design a prototype interface for Maintenance 
Control Center (MCC) specialists in the domain of 
air traffic control. MCCs are facilities that support 
technicians who service a national network of 
systems (e.g., beacons and communications 
equipment), allowing the technicians to monitor the 
states of various systems remotely for faster 
discovery and diagnosis of faults (i.e., reducing the 
timeline). 
 
The objective of the analysis was to evaluate how 
well the existing MCCs support the “situation 
awareness” requirements of MCC specialists and to 
recommend a possible re-design. The analysis used 
Goal-Directed Task Analysis to develop a list of 
goals and tasks relevant to the MCC specialist’s 
job. The results were then used to evaluate the 
existing system and this uncovered several 



problems. For example, one problem was that MCC 
specialists had to page through several different 
screen displays/windows to find the information 
needed for a single goal. Another problem was that 
much of the information needed to perform some 
tasks was simply not present, so the technician 
could not effectively diagnose problems remotely 
(which negated the basic purpose of the MCC). 
 
Based on the Goal-Directed Task Analysis, a 
prototype of a new system was developed. In this 
new system, information is oriented around the 
goals of the technicians, and information that was 
either missing or difficult to access in the old 
system is now made readily available. By better 
supporting the goals and related information needs 
of the technicians, the new system improves their 
ability to quickly discover and diagnose faults.  
 

CONCLUSION 
 

We discussed three challenges in the domain of 
military Command and Control (C2), namely 
“smaller, better and faster”, and reviewed three 
successful applications of Cognitive Engineering 
methods to address similar challenges in other 
domains. These three success stories provide a 
roadmap for applying the methods of Cognitive 
Engineering to problems in C2 Systems 
Engineering.  
 
To address the challenge of reducing staffing levels 
(smaller), Computational Cognitive Modeling is 
useful for predicting human performance in the 
context of newly designed systems. 
 
To address the challenge of improving coordination 
(better), Cognitive Work Analysis is useful for 
highlighting information that must be made visible 
to human operators so they can effectively monitor 
and control automated systems. 
 
Finally, to address the challenge of decreasing 
execution times (faster), Goal-Directed Task 
Analysis is useful for assessing what information 
should be shared among the members of a team to 
facilitate more rapid situation awareness. 
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